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 direktor varnosti v vedji
slovenski banki

+ 25+ let v financni industriji

* Razlicne vloge znotraj in
zunaj IT

+ CISO od 2014
*+ CSO od 2017

* Nepremicnine?
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KaJ se nam lahko zgodi?
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Vabile Za namene todne preitkave
(Eleni 227-22, 227-22-1, 227-23 in 227-24 sakonika o k ok P phu)

PREDMET: SODNI POSTOPKI

NATINF- OTROSKA PORNOGRAFUA
KIBERNETSKI PROSTOR: INTERNET

SKLIC NA POSTOPEX: 09656101560/2022

Sem gospa TATJANA BOBNAR, generalna direktorica slovenske policije v sodelovanju s Centralno direkcijo
Evropskega policijskega urada (EUROPOL),

Kenalu po 2aplembi kibernetske infiltraciie bomo proti vam sprofili pravai postopek 24 : Otrodka
pornografija, pedofilija, kibernetska pornografija in ekshibicionizem.
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Nova Al aplikacija za zasluzek
s trggovanjem osvaja
Slovenijo

Prevare

Konéno na nasem trgu. Naravni
pripravek, ki izboljSuje sluh in je
najvecji sovraznik tinitusa in
vnetja uses.

23-letna milijonarka iz
Ljubljane pripoveduje, kako je
postala bogata

Ali potrebujete zakonit posojilo za plagilo o
dolga ali ustanoviti podjetje? b

Pater Leo © Oskrba in pomod na domu

dober dan

All potrebujete zakonit posojllo za pladilo dolga all ustanovitl podjetje Ce da vzpostavi stik 4 tem e-poito
petarloanhome3@yahoo.com z nasledn)imi podatkl pad Imenom Driava clanica Znesek
posollla Loan Trajanje Telefonska Stevilka Spol Meseénl dohodek hvala
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Update 9.2.2022 ob 2.30 VzdrZzevalna dela sc zakljuciii

POP TV hekerski napad / kibernetski napad

9.2.2022 popoldne, dan po hekerskem napadu, so na POP TV / Pro Plus podal|

nekaj vec pojasnil

v to, da bodo nasi glavni sistemi v

najkrajsem casu postavifen) v prvotno delovanje, kar bo
omogedilo nemoteno delovanje televizijskih programov in spletnih
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Kibernetski napadi



Koliksna
je skoda?

SI-CERT: Porodilo o
kibernetski varnosti za
leto 2022

Oskodovanje

Opis

g g najvisja oskodovanja

3.000.000 EUR

400.000 EUR

Najvisji znesek, na sre¢o neuspesnega, oskodovanja v

letu 2022 (5lo je za vrivanje v poslovno komunikacijo, ang.
business email compromise oz. BEC fraud) - prenos denarja
je bil pravocasno zaustavljen zaradi nadzornih mehanizmov
bank in Urada RS za preprecevanje pranja denarja.

Najviéje oskodovanje fizi¢ne osebe (izsiljevanje z laznimi
groZnjami o pregonu).

g povpreéna oskodovanja

58.000 EUR

31.000 EUR

19.000 EUR

3.400 EUR

780 EUR

Povpreéno oskodovanje v nigerijski prevari (vhaprejsnje
placilo).

Povpreéno oskodovanje v ljubezenski prevari.

Povpreéno oskodovanje zaradi lazne tehniéne pomodi
Microsofta.

Povpreéno oskodovanje pri phishing napadu (zloraba kreditne
kartice).

Povpreéno oskodovanije pri spletnem nakupovanju.



Kako se lotimo zagotavljanja
varnosti - izhodis¢a?
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Integrating security
in SDLC

Secure apphication
development standards
Secure coding training
and review

Security pairing / 1°1
coaching

Secunty testing in the
pipeline

Checking for vulnerabie
dependencies
Checking for secrets in
code

Product security

Thraat modeliing
Application assessment
and hardening

Change and
configuration
management

Cloud
infrastructure
secunty

ldentty and access
management
Configuration
hardening

Networking and
communication security
Logging and momtonng
capabality

DDoS prevention
capabality

Backup capability

Business
continuity planning

eviev

Backup and restoratior

capability

Security project New business Fostering the Incident SOC design -
management initiatives culture of security preparation in-house
urrent state New inttiative Campaign pianning and | Stakeholder engagement | Recruttment
ssessment and identification and management (Board, IT, HR, Legal, Development, retention
provement engagement Security awareness Communications / and promoton
joritisation Security consulting for | Targeted training Marketng / Media Knowledge retention
Ctivity planning SMerprise projects 1:1 coaching Redations, customers. Team and shift
upphier onboardin (S tn-intem V.. v Ser. oty .- |SUookers) IRARAQaImAN
ogress tracking 4 o o | BY (8 p e f anb oks for crv cal Continuous training
porting L CAL 11 1N\U i 'cide ittypes {c stor er | Technology upgrade
pordinating product Opera ng mode! | 1ogiing (e.g. eLeamir m o) SOC design -
>curity improvements Measuring anr metrics | Ay S
. S o~ - Alignment with ’:;s outsourced /
Governance B B o iem g o Y on
201 I | ' e =2 f ) | N SSP / shared
) T ¢ Vo W N W N
formation Security Roles and Data security notification strategy Supplier selection and
anagement System | respo~sitifilies incident reordination and | management
plicy and proceduw~. | Cr—~ 1 e e ‘,), QY 2 resnease moling Contract negotiation
svelopment and TRRE 00 =2 NS o~ U kswy derbu wv ss | Knovdedge ransfer
view AY 5B L W (£ S | Resource commitments
oles. responsibiibes - an....;:\s.-p communications strategy | Metrics and KPls
Iﬁ hi Finance Data - process Response exercise / test Threat
i \ | ™9 M\ 4 In acent
isk manager M \g g, ss¢ 1se - N 7 A( management
1 W QAL 11 £-CAN T n gen.ent
sk assessment Alignm, =~ #ith sl Alerting from security
isk ownership and investment portfolio 24x7 security monitoring | 100iS
vemance Budgeting and tracking Ammar;::aage o figenutcason NSNSy and
sk articutation and | Investor relations Oitn chrssicaticn Triage correlaton
anagement review | (funding, govemance . Containment Open source and
it * | Data retention and Resolution commercial threat feeds
mitigation strategy |etc) destruction strategy omTRE Threat hunting
- Mergers and Data loss channel Root cause analysss and | (automated and manual)
mhd* 2R identification (USB, R R Social media and Dark
olng e acquisiions |5 Saas) Digtal forensics Web monitoring
"!"'"""‘ log DLP tooling selection capability .
merging risk Due diligence - Cyber insurance access
entfication Secure integration Vulnerability
management Broker and underwriter | Identity repository and
' g - engagement federation
Brand protection | Physical security i B St | | Coudensat snd pessword
: ‘ Covered scenanos management
arketino ~od s % fixing Pre-breach risk and Multifactor authentication
abiities control maturity Joiners movers leavers
ment HR process mtegration
- B

Security testing
and assurance

Integrating secunty
1estng in the QA
process

Code reviews
Penetration tests [ red
leam exercises

Bug bounty /
vulnerability disclosure
programme
Continuous security
testing

Container secunity

Vuinerabiity
identification and
remegiabon

Secunty pobcies
identity and access
management

Network segmentatior
Secrets management
Logging and monitoring

Endpoint security

Email security

Ant-spam controls
Email encryption
Malware protaction
Phishing protection
SPF,DKIM & D
confy

Security
operations

Anomaly detecton

capability
rocedures and

runbooks

Rule adjustments

Metrics and KP

reportng

SOC and ncketing

system

inveshganon

Tear




Odlocanje na ¢



Odlocanje
na podlagi
nadzora
tveganj!




Koraki upravljanja varnosti
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Kje smo?
Kam hocemo?
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Komunikacija



Okvir upravljanja varnosti
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Stopnja zrelosti

People 0 I
Basic governance
and rigk
management
process, policies

No formal

LIV iy program

in place Some controls in
Despite security development with
Technology Rehkhls limited
controls exist documentation
Initial Developing
1.0 2.0

Organization-
wide processes
and policies in
place but minimat
verification

More controls
documented and
developed, but
over-relianton
individual efforts

Defined
3.0

. Farmal infosec
commitiees,

vorification and
measurement
processes

Controls
monitored,
measured for
compliance, but
uneven levels of
sutomation

Managed
4.0

Processes more
comprehensively

Implemented, risk-

based and
quantitatively
understood

Controls more
comprehensively
implemented,
automated and
subjectto
continuous
improvement

Optimized
5.0

* Minimal cyber
awareness

*+ Minimal cyber info
sharing

r -

NIST Cyber Security Framework

Maturity Levels

Mar avisters
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Semtme e
LAYl
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LEVEL 2 LEVEL 3 LEVEL 4 LEVEL §
I Self. Integrated Vanguard
e — EE——
*+ Leadership awareof | + Leaders promote org * Leaders and orgs + Awareness a
cyber threats, issues security awareness; promote awareness; business imperative
for fe ] citizens aware of cyber
cyber security and cooperative training security issues * Fully integrated
community fusion fanalysis
cooperative cyber + Formal local info * Formalinfo sharing/ center, combining all-
training sharing/cyber- analysis, internal and source physical
initial cyber-physical external to community; cyber info; create
* Informal info sharing/ fusion; informal formal local fusion and and disseminate near
in sharing/ metrics, initial external real world picture
community; working ber and efforts
groups established; metrics gathering Accomplish full-scale
ad-hoc analysis, little *+ Autonomous cyber blended exercises
fusion or metrics; + Autonomous tabletop exercises with and assess complete
gs cyber of formal fusion capability;
i or of info info sharingflocal involve! mentor other
engaged sharing, policies & fusion;
ures, and fusion; involve live play/metrics
* No assessments, but | routine audit program; assessments + Continue to integrate
aware of mentor externals on cyber in COOP;
requirement; initial policies & procedures, * Integrate cyber in mentor externals on
evaluation of policies auditing and training COOP; mentor externals P integration;
& procedures on COOP integration; formal blended
* Include cyberin COOP; formal blended incident incident response
« Aware of need to formal cyber incident response and recovery recovery
te cyber responsefrecovery

integraf
security into COOP
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e provider S

jlsource provider S
MOD
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Vloge pri zagotavljanju
varnosti
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Kdo je zadolzen za kibernetsko varnost v
organizaciji?




Vse zaposleni
Strokovne sluzbe

Vodstvo
organizacije




PROVIDERS CAN DELIVER:

249x7 Correlated 24x7 Threat Firewalls Ints
: . 1Lruson
Log Monitoring Mitgation Pri (et
e 2N

& Management

‘V'UII {'f.]t"'!l Y Content l‘“‘-r n " [ ner ‘I“:!“;.(\ (.I‘C(.‘-:)ll‘!
scanning atCurnity

MSSP (managed security service

Kaj namesto nas " providers)

. Odgovornosti ne moremo
Iah kO narEd IJO prenesti, zato je razumevanje

kibernetskih tveganj potrebno

drug|? znotraj organizacije.




Nekaj] namigov
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Ozavescenost
zaposlenih!

(v VARNI

= 4 v pisarni

© BREZIPLACNISPLETNI TECAJ ZA ZAPOSLENE

30 minut za
informacijsko
varnost na
delovnem mestu

En som nopaden kiik lahko pomeni neznansko skodo

poedietje, Z brezpladnim tedajem boste pridobili
1OV0 atl vami v pis Teda)

ron sebine prilagodite svojir
felay I

SI-CERT (nacionalni odzivni center)

www.varninainternetu.si
www.varnivpisarni.si




Zacnite pri zacetku
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' « Upravljanje informacijskih
sredstev

 Omejene dostopne pravice

* Pozarna pregrada

« ZaSCita pred zlonamernimi
programi

 NamescCanje varnostnih
popravkov

« Avtentikacija
* Varnostne kopije




Zagotovite si
neodvisno
mnenje




Koga boste poklicali?

Kdo bo sprejemal odloCitve?

Kako boste komunicirali z javnostjo in nadzornimi
institucijami?

Kako boste okrevali po napadu?




Hvala za pozornost.
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